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A Brief History of Security Questions

» User created or site pre-selected questions
that a user answers during registration and

Su

» Ty

nsequently uses for authentication

nically used for backup authentication or

for secondary authentication

» Designed to require a tradeoff between

un

igueness and memorability
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Security Answers Aren’t
Necessarily Secrets

Robin W Follow
@digininja

Group of 6 adults playing "things vou don't know
about me" very loud next to me. SE gold if I could be
bothered

1:25 PM - 9 Jul 2013

Robin W Follaw
@Eadigininja

They are now doing mothers maiden name and first
pet name.
1:33 PM - 9 Jul 2013

Robin o7 Follow
@digininja

Tempted to see if I can get them to talk about
favourite teacher, first address and favourite colour.
Think that would complete the set

1:42 PM - 8 Jul 2013




Maybe Your Info is Safe
28% OF TRUSTED ACQUAINTANCES WERE

ABLE TO CORRECTLY GUESS THEIR
PARTNER'S SECURITY QUESTION ANSWERS.
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FOREVER SECURE?

e




Security Question Case Studies

» Alpha: Business resource/networking site
located in the USA (but had some int’|l users)
- 17,108 users with security questions/answers

» Echo: Gaming discussion forum site located
in Europe (large international user base)
- 789,452 users with security questions/answers

» Sierra: Teacher technology education site
located in the Philippines (Filipino users only)
- 1,036 users with security questions/answers
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Case Study Site Registration Pages

Create An Account

b UserlD

b Password

Your Name b Repeat Password

Use_-rname b E-Mail

Password

p Repeat E-Mail
Secret Question

. The secret QfA are used to recover your account if you forget
Answer To Secret Question ; Sl ¥ 5

Email
b Secret Question

Add account I ]
b Secret Answer

Sierra

Security Question: | Please Select Security Question l=]*

Security Answer: | -




als Edit Profile

6 @ https://res.cisco.com/websafe/custom.actionTernd=editQuestions c ':.‘v Google P

Welcome  Bruce Marshall
afren]n .
English
CiIsco Loq Out
| EDIT SECURITY QUESTIONS
i'@ Manage Messages
B P Select 3 Security Questions
@, SIS S You will be asked these questions in the future if you forgst your password.
Address Book : Select a question or enter your own question. . -
Question 1 -
5 Edit Profile
Answer 1
Confirm Answer 1
y Select a question or enter your own question... -
Question 2 -
Answer 2
Confirm Answer 2
:Select a question or enter your own question... ~
Question 3 § d Y d U
Select a question or enter your own question...
What is your father's middle name?
Answer 3
What is your oldest cousin’s first name?
Confirm Answer 3 | What is your maternal grandmother's first name?
What is the first name of your first boss?
What is your mother's middle name?
Flease enter your & What city was your mother born in?
Password What year was your mother born?
What year did you graduate from high school?
. - What street did you live on when you turned 107
C ISCO Reg |Ster9d EI What is your first pet's name?
About Terms of Service PiWhat elementary school did you attend? b. All rights reserved.
What city did you attend your high schoaol in?
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Sierra’s Preset Security Questions

i

nat is your pet's name?

nat is the last name of your favorite teacher?

= =

suioso W N
i

nat is the title of your favorite book?

nat is your oldest cousin's first and last name?

=

nat is the name of the country of your ultimate
dream vacation?

Opinions
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Sierra Question Popularity
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Sierra Security Answer Popularity

o 14.2%

Q2 ENE

Q3 32.3% ® Unique

m Duplicates

Q4

Q5 81.0%

0.0% 20.0% 40.0% 60.0% 80.0% 100.0% ‘ #1 H
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Sierra ‘Vacation Country’ Popular
Answers

1. Canada = 27

2. Europe = 24

3. Australia = 20
4. America =15

5. United States of America = 14
6. Hong Kong = 12
7. London = 11

8. Switzerland = 9

9. Singapore = 6

10.United State of America = 6

e
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User-Created Question Matching

Root Question: “what is my mother’s maiden name”

Matches

 mothers maiden name
 mothers madien name
 mother’s maiden name
* mom maiden name

e moms maiden

* mums maiden name

« what is mothers maiden name
« what is my mom’s maiden name
« your mother’s maiden name

Not Matches

 mothers name

 maiden name

 mother’s last name
 mother-in-law maiden name
« grandmother’s maiden name
 mothers’ maiden names




Alpha Question Popularity

1. Mother’s maiden name = 1,302 / 25 vars
2. Dog’s name = 1,061 / 22 variations

3. Pet’s name = 441 / 18 variations

4. Favorite color = 284 / 12 variations

5. Pet =198 / 3 variations

6. Birthplace = 185 / 11 variations

/
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1

Mother’s name = 168 / 7 variations
My name = 145 / 8 variations
. Maiden name = 143 / 4 variations
0. Cat’s name = 135 / 7 variations

h Top 10 = 23.8% of users
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Alpha “Color” Popular Answers

» 255/284 (89.8%) total colors |



Comparative Security Answer Lengths
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User Data Matches

0
Answer matches 1 E;Dg’: /o
password 9.08%

0.10%
Ansy;.er matches 0.10%
email name 0.00%

0.00%
Answer matches 0.50%
usemame 116%
Answer matches 20072 15 10%
question 2 08%
Question matches O'ODD"{E’

d 0.16%

passWo 1.81%

0.00% 2.00% 4.00% 6.00% 8.00% 10.00% 12.00% 14.00% 16.00%

B Alpha ®m Echo mSierra

.
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Security Question Suggestions

» Avoid user-generated security questions

» Require combinations of the better questions
for authenticating individuals

» Mix with other security controls (e.g. email
reset link, prompting for other account info,
etc.) —— ideally risk-based

» Research and offer users alternatives to
security questions

» Encourage use of password managers to
reduce need to rely on reset mechanisms

g :



Schneier on Security
A blog covering security and security technology.

February 11, 2005

The Curse of the Secret Question

It's happened to all of us: We sign up for some online account, choose a difficult-to-remember
and hard-to-guess password, and are then presented with a "secret guestion” to answer.
Twenty yvears ago, there was just one secret guestion: "What's your mother's maiden name?"
Today, there are more: "What street did you grow up on?" "What's the name of your first pet?”
"What's your favorite color?” And so on.

What can one do? My usual technigue is to type a completely random answer -- I madly slap at
my keyboard for a few seconds -- and then forget about it. This ensures that some attacker can't
bypass my password and try to guess the answer to my secret question, but is pretty unpleasant
if I forget my password. The one time this happened to me, I had to call the company to get my
password and question reset. (Honestly, I don't remember how I authenticated myself to the
customer service rep at the other end of the phone line.)

¥} Providing Additional Security Information - Mozilla Firefox

g o oy s - of . S e

B https: | e, centresuite, comfiCentrefPublic/PublicHelpfen-usiProvidingadditionalSecurityIn

Vi cas Forms- ™ Images: ‘1 Information- ®® Miscellaneous- 4 outlines = Resizes

Providing additional security information

Eefore you can log on to the application for the first time, you must provide answers to five security questions. This
multi-level security measure will help to ensure continued privacy of confidential information along with your user 1D and
password. To keep your account secure, @ minimum of two up to a maximum of five of these questions may be asked
when you attempt to log on to the system.

Fick a question from the five sets of questions to compile your set of security questions and answers. Choose guestions
which you can answer without difficulty.

Important: Do not make Up a false answer to the question, as you might not be challenged to answer the guestion for a
long period of time. This is why itis important that you choose questions to which you will always remember the answer.
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Additional Research Ideas

» Is there a correlation between the strength of
user security answers and their passwords?

» How well do wordlists for popular themes
(cities, sports teams, pet names, etc.) match
top entries for security answers?

» Are there predictable trends on question or
answer selection based on gender, age,
location, etc?

e :



References

1. Stuart Schechter, A)J Bernheim Brush, Serge Egelman,
It’s No Secret: Measuring the Security & Reliability of
Authentication via ‘Secret Questions’, SOUPS 2009

2. Ariel Rabkin, Personal Knowledge Questions for
Fallback Authentication: Security Questions in the Era
of Facebook, SOUPS 2008

3. Michael Toomim, Xianhang Zhang, James Fogarty,
James A. Landay, Access Control by Testing for Shared
Knowledge, CHI 2008

4. William J. Haga & Moshe Zviran, Question-and-Answer
Passwords: An Empirical Evaluation, Information
Systems, Vol 16 No 3, 1991

20



For More Info

» Slides & Paper: http://bit.ly/secureq or
http://www.passwordresearch.com/securitygs.html

» Twitter: @PwdRsch
» Email: bkmarshall@passwordresearch.com

» Blog: http://blog.passwordresearch.com
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